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(57) Abstract 

PROBLEM TO BE SOLVED: To 
improve the secrecy of circuit 
design data more than conventional 
by adopting enciphering processing 
to the design of an LSI. 

SOLUTION: In enciphering 
processing SA design data 1 1 of a 
circuit requiring secrecy are 
enciphered and enciphered design 
data 1 2 and a key 1 3 for deciphering 
are generated. A dummy circuit is 
located parallel with an original 
circuit and a selector is located for 
selecting signals as many as the 
outputs of the original circuit out of 
outputs relocating the outputs of 
that dummy circuit The select 
signal of the selector becomes a 
key. The enciphered design data 1 2 
are provided to a user to execute 
designing/ verifying processing S2 
and the key 1 3 is provided together 
as needed. In designing/verifying 
processing SB, concerning the 
enciphered design data 12, various 
kinds of processing are performed 
while keeping the secret of contents 
of the original circuit. In deciphering 
processing SO, enciphered design 
data 14 after the execution of 
designing/verifying processing SB 
are deciphered and original circuit 
design data 1 6 are generated. 
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(54) LS I<i!>RBf':;Ert£«<}:Z^(ftK:>Er{te 

(57) [^3 («jEir) 

tf-f-rJ' 1 2t> itXBt^kSrMI^-l.^- 1 3 i:^l3J-r 
-t^S. Bt^^tiSff-r-rJ' 1 2{iigtt • «JiBl!iSS 2 
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s L s I atf:^ra. 

im»m3 ] i9*Ji2iett<^L s i 

T. 

BulB^ 5 -y r<S , 

LS iisit:&ft. 

[ IS*JS4 1 i9*)S 3 ie«<o L s I |gW-*afciJ V ^ 
#tf t WTS) i> i t -rs L S I fgft:^, 

[ff^ae 1 a«)a2ieacoL s i tstt^atcfci^ 

tuiei''(r'>hX7^-yr«, 

s ^ $-#mt-r ^ L s I isif:^. 



S:fi=3^x-yr$:{Jii.. 

U> liai:»Jffi^f#6X-r yrt, 

i U-^- 3 y tc i ->T«Sf & y rSrfiii. , 

im^mi 1 1 mmm ossmcrn. s 1 mKfjmizn 

H>iffi*^iiEXr-yT{i. 

-rsxx'yrt. 

^h-rSX-f-yTi:. 

mmms^m-r^r- r t imtti t «^-cfe s ^ t 

St-ri.LSI«iliE*a. 

[ 19*31 1 2 ] msm 1 1 lesKo l s i mmirmizti 

miEm^coSfJRSIt^Sti . V- 5 A 1/ - V- 3 xciOlllf x-r 
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[iW^13l li*^12iett<OLSI«liE*ffi(C*5 
i:-fSLSI«tliE*&. 

[ff^ja 1 4 1 tim 1 oaaoL s i ^aES-stcts 

Mieeiilx-r-y7°{±. 

[fi^ja 1 5 ] 1 4 i£ifc<7)L s I ms-umzn 
(o-chtzt tr^et-rs L s I mEJjm. 

[»*3I161 5iett<?>LS I«!iE*1fefcti 

im^mi7] w^i 1 t^ct±i4^£OLs i«i 

^lE^rr^-fexC J: S 5 A 3 y SrSdlS-r'S tco 
■C* a vl i: i: -r S L S I «!iE*a . 

1 9 1 1 8^<0L s I mm:^izts 

•y S t.OT'ft i i: fc-^-S L S I «JmE*ffi, 

[i»*ja2 0i wmi 8mL<^us iitm:fjmizi5 



b 3;l^$im^frc7)aR(7)Wil5r^ X «y t <OT-J>S 
[a*«2 11 4-;t<i.iTJtlHlBi6it7'-:J'*»^., 

-^i^-tx. mm<^^mf\^}Uiz%\.\ Bg^-fkiftiH-'-^ 
tiaft-r-s 1 1 1 ^{^^r < 1 1 1 -:xowmy- h izj< 

Bffaiif-t-ftiSitT'-^'t-iJV^T. -('ttraLjfi/<-y 7 r^o-^^ 
'fxs:i^•rs;^■r>yr^:. 

sriSit^:: b ^mtb-rh L s i mfi5m. 

ii^c|5I8&|gttx-:?'tcov^-C, m^Yb5^^t^'^, lll^<^ift 
tfx-rJ'i: . Bffieiil* I D<?)W^[lISSh2:f#S;^x-yr 

[000 1] 
[00021 

[lafsfecosffi] Ls I iosfht^fcv m^(r>'^»<7)m 

L s I vi,t. ^<omwo^»tf^jsaii.tL^ b . ztnz 
i*). Bf^^t^ODv^yt^dtfli^^ixTLidtJ^ii**** 

-a. 

[0003] t^*r<±. vi(o J: a ^fl8s&«j^*^-rs l 

S lcoigff{4. mmi,z%m'ttAi:m^Li:z*). *SV^ 
[0004] 

[|i6HB*iJjf;9iL<kdt-r6ilia] ifi^<7)LS I <o«St 

[0005] iuia<5o^ffiicig;?i. ^iiBflfi. Lsi<om. 

[0 0 06] ^/i, Bi^-^l:$i^7t^7'-:^'^COV^T, 
[0007 ] 
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c 0 0 0 8 ] m<:m2(o^mvii. i col s iig 

mS&fcM^iJtcffiBL. 1?nd7CcolllKi3j;t/rs-llISSc;) 
aj*S:Mt;^#i&MtX#i.IlI»S-iEif L. MieMtXgi 

iiiif8coai^j*-^>. mtRmmzm-^x, ftETcconissoai 

■f-Sr=>f-fi-^tL, Hfi^i^IIlK^Otti;>jtH>iie-fe^^;S' 
[0009] m^JM3C0^mXM. mffei«*JM20L S 

[0010] if*:fl4i03lBHT{i, BulEli^JSScOL S 

[00 11] ii^3B5tfo%HBT'j±. frteii^JBscoLS 
[0012] nimecr>mmx'\±. mm^2<oi.s 

[0013] m>mi<r)^RX'^t. «?i5l«^6COLS 

WiB7C«0IlIII&<0U>fT'>b^^f 

[0014] it, ii*JB8<o^^*iat3tis^¥e 
Ji. LS IO«lliE*Si:Lr. 'J7rP':^>^t5rSiM^ 

UZV%mt^iXfzm^mT—i't,Z'0\.\X . 

mssKif^co^?: 3 y r ^-fii ;t , B«ie«lllX 7^ -y 
IS<Oiftth-r-^' h miei&f^^rT'/l^fc S-fl 6X-r •/ r fc , 



^^\i!^-)i'thxn-y~rtimx.tz%><r>X'h^. 

[00 1 51 lil«3S9c05fe^B*^t:t)»*#S 

i:mierohn;w^iii:Sr#SXx yri:, B«ieSIIStfD 
l5if-x-:^'tC-:>V^Tv-Sjt.U->'3y2rllfifL.. Htli:*] 

[00 161 i9*:^l 0£Ol6HJ*«^ttl»^*l5 
LSI <rymL-)jmh fC. Bf^-ftSntHIS&lgtfx 

[0017] »^ 1 1 <o^B^T'ji. Buteff^ja 1 0^7) 
Ls i^:^tcte»ti.^x7'.yr{i:, fliriEBf^fb^ 

-i^gyS-Htf-rSXT- yri:, mffei^^ il^-i^g > 

$iJRR«B2:SSt- XT- -y r a ^<i;t7t t cot -r -g. . 
[00181 1 2c7)5KBT-<i, mrfEli^Ja 1 1 <7) 

L S I «liE*^tcfcftS0f^<O«iJRB1f*8li. >- 5 ^ 
i^a V^0^|^fXT•y:7'. i^S jlU— v'a yco^tr^ia, 

^-^i^y^ff) o *>oyJf^j: <i:tloS-^tft><?)i:fS. 
[0019] If^ 1 SiOi^HHTti, mifeif^^ 1 2co 
LS Ig!SE:S«Ji. E)r^«0SiJISif«S:5i^rJ^Alc:jMS?-r 

[0 0 20] 19^14 cOf&HH-Cfi, Htfieif^^l 0(7) 

LS il^:^r^tcjo{t^«?iiExx-yT{i, MieBf^^t:? 
f^itlllii&iSf^-7■'-:5'^fI#-^bL, M^^0g|t7■'-^^^f 

-v'ayS-Uff-^SX-r-yri:, Btrfe^^S j-P— i^a > 

[00211 is^ii 1 5«%Bj-e{4, mmim 1 4<7) 

<i:t loSr-^tftcOi:-^-!.. 

[00221 1 6ffmm:\i. ffifiais*^ 1 5<o 

yyMzWtR-thh<r>tirh, 
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[0023] it*JS 1 7<7)5|BH-cJi, Buieis^ 1 1 1 
fzii 1 4iOL s I msiE:miz}5if:i,mmmmii, s ^ 

[0024] lt*]B 1 8W«BB*5§|t/^»^^SS 

ti. LS LT, S^SaI— i'gyttJJtS 

XT^-yrt^m. HtflB^XT- 'yr{±, BUief-Ji ■y^' 

[0025] if^JB 1 9<o%BHTi±. meisa^JS i so 

LSI«!liE:fi«eci5{tl.f-j^ y:?liS8{±, S^S^U-i^ 

[0026] mmmi oco^mm. B?i5f«^ i 8<d 
[00271 tti. 1 co^mmtfzmm^fi 

LS liStf^r&t LT, ^thtitimmm'r-:9 

-TI-Xt" -yy-b . mii^itmYy-'-^iz-o^^xmnL 
tz^^ yyr <r>^^ X^ias-r § -y T t . n' -y 7 r if 

Lt:a^ki-SX-ryri:2r(i;t^t<^ 

[ 0 0 2 8 ] . If^JB 2 2 eOfgBg^&jgi tfcfil^^a 

LS I|gth*at L-T. liI*IDc7)W^Il|SSi;tt 

HI^c^SH-t'-^ MEIIIW I D<r>m^mmb Srf#SX 
x-yrS-{i;c. MExf- yTti, X^^tU:im^^^^:>( 

f SXxyrSrWtS t><7)TJ)i.. 
[0029] 

■e»4, flil5l&ISff-r-^'i04»#**a;t^:<Ti,Sth-«!iiE 

[0030] Ht^-JLXOaSATii. im^'Xf^^b^h^ 
m)WLWc=r—9\ llCitLTBi^kS-ffVK Bf^-fliiSff 
x-:5'12fc. C:c7)Bf#-ft^M^-r?.^-l 3t^^ 

■ts. Bf^^b^T-:^' 1 2kiwm ■ wmiims 2 s-n 



S2(^'i:^KJfi5l:.T. ^-1 3tWitTStt$ixS, 

[ 0 0 3 1 1 sth • ^iBtftas BTti, Bi^-fbiSftT- 
^'l 2t=-ov>T, 7c<o|lIgS<o«f#*«^$tiS^:fc=Sr 

[0 032] m2\mi<^m^m^:^9^Mzin^hm 

*XSc^>'N'^'-yS:^-rilT'*S, ma*. (a)<±Bt 
^^A, ( b ) {i8i^-f-^'<^i iOSlfflB 1 . ( c ) 
\mnt:^'>t:v'-S^B, 2 . ( d ) JiS^^bC 
LTt^l.. *ftaBli:*!UlB2i:ti. J!SB 1 Tfia-t 

mmB2X'iimfz^£«i^it7'~i'imtz^^~tb 
hizms.^tihAX'Vim-i>, 
[0033] ms^±:^m^izmh9m<7)&ti^:9Fi'rmx' 
ftO. m2izm-tm*^JM<r>/'i:f-yi:&A.^h-±t:i> 

ffiXhh, nm^. (a) ^Z9r^-t^\i. Bf^-fkA. Bf 

\>^xmm-^m,^^\i \ m^-it^tLfzi^- h u^u<owim 
^^■th. b\>^^timmt/i^mzts^M-rh. ztitzx 
Bt^-fbT-'-^fc-^t-'Ti&si^ffiijii/u-^f r 

'>^^^T^^- -ecof^vx^x-:^'^«-v^t;f -S.±3^r« 
■^ii^i-i^tih. t.fz. (b) tc^-f-JISHis Bt^^b 

A, m^iu-otiT~i$^^B2i}Xi/s.^i\:cim^ 

[0034] OT. «-«ra<0A«c««(cov>T . MRfciftB^ 

[00351 <Bm^9m> 

mm^) m4it:^^mizmt«i^immco--mx'h 

^EK^Sr^-rHT-abSo ia4{cfcv^T. f 0{±7C<0 
n . tii:fjm. ^ m t f S . f 0 {±7n<0IllBOife«cS:^ 

[00361 ia4t=S^-rJ: ^ tC. UlS&f 0 i;M?<JtC. HI 

gSf OfcA:^)^. ai:'iSi:*''|Bl-iO (p-i ) fflcors- 
HIiSf i-f P-l5riE»t&. ^Lx. ^commz, 

mmt\s\S&2 1t3XV!-k]y99 2 2t:mifh. 
i.lIlJS2 1 (iigg&f o<oaj*f:«-rJ^5-l5lSf 1-f p 
-imtrt^rSJt, ^ixf.<7)ai:J3^M^#i.-rffi:^-r 
I.. «?y;i{f{ti:*jOi*-^{i. #|HlBf 0~f p- lotli 
:h<r)mii:'yh^:ikihmmx.XtiiijL. a}:^j0 2A»^> 
f 0-f P - 1 <7)tii:h(Dm2ii y h $:ma6M 
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[0 0 3 7] "^V^^IIXt. StRd-^KEYtCta!-? 

[0038] MiRfi^KEY^Blr^-fklllSSO^ 

[0 0 3 9] iOid^ElfS^tcJr^Bf^'fWi, ^ 

[00401 05 {±124 C^-riHlK^O*«c<5y&^ 
HT'fcS. t^i. 7C<^|nIB&f Oi: LT, 05 (a) fcl^ 

Essf o(c^L-ca5 (b) ic^-ri^^rs-nigsf 

l^ffiH^S. 05 (c) {±. OSr^J^S-mSSf 

5 (c) coHJg&Sr^fiELT. 05 (d) cOio^Bg^-ft 
lHlfi&Srf#-&. C:<OlHl88cO^-{± (0.1) 
[ 0 0 4 1 J 06{±04 

comS&f OtC^TL-C, Blr^<D^/l— /1'2 5t-fi!-5T, 
^5-Ifil551gai**tf^5-iaax-^"<-:^ (DB) 

-eLT. ±fi£L/S^S-i&aDB2 6 

Bf 1 — f p-lSrttSs^j-rs. dOi a ^^:&a5T' 
^}«;P-;U2 5i3J:tfjtJ:>j;U— ;U2 7co^t 
rJ^S-HS&f 1-f p-l$rlfeS5Ct=:±«r-Sdt!6« 

[00421 ^;i^/u-2 5cofiaifc UTH. ifiiafitiOR 
:firS*«#^^>*t.&. m^^%T<nmk'Q\t. AND to 

[0043] <m^^mm>m4 iz^^-tx o ^mifs^ 
[0044] 07 {i+a^-ftjaa^iiiBj-r-s f^s^os-c 

$> 0 . |aI04'. ( a ) {mmmS^X^-i VCD— 



m, ( b ) {± ( a ) (nmn^^-l.z^'yXW.^itLtzl^ 

^ii^-tmx'hh. 07 (a) ic^-rj:3t:. Bf^-ftui 
{83 oicA:'j$n&^-«-^KE Y<7)A^j(i^ii3 1 

^sg^iatc. i^^r^h^ffd. -?-LT, 07 (b) 

ic^-riatc, ^- (0«?)Wfi (0. 1. 0) )iz% 
-?r. #-m^KEYOA*<l#lg3 1 ?r«i@tfcJ:lfir 
5>'F<7)l''>-f^**— :firtCji^i"i> (ECO (Engineerin 
g Change Order) ) , ditCJ:->T. 7CC0|lliS<0U'>f T 

[00451 <istf • tjaBtfta> 

[0 04 6] -ec-CCCTti:. HS&ISffT^-rJ'SrBl^'ft: 

[00471 08«*5K8{c«S«iiE*^i: L-Ccoig i 

^rU'^'Xk^^SiSf^^xyPJrffll^S. -t=^*)^, 08 

llI8&iai|-r-:J'4 1^^-5 2&ffl(.^Tm^-ft;L (S2 
1) . IIBg<^T«iU'<.7U-<0i6tf-7'-^4 3 (RTLt^: 

ay- h U"</i^«o* -7 h y :^ h ) i: mY^=^^>v<nw^^ 

~^44bin&. T^E^^'^;^cJDiSitx-^'4 
3tC-:>V>T3^5j.^-j^3>'S:llfi^L (S22) . mtii 
■fjm4 5 ^m?> . *!t . «rf^^ r/K^iStt-f-^' 4 4 (= 
ov^Ti^SjLl^-v-g^'Srll^TU (S23) . tii:fjm^ 
ffl4 6 2:#S„ -etT. l§4.a/iliai*M4 5i;ai:^»i 

^ffi;»3fl4 5 1 ai:^ffiftfi4 6 1 *«-5ct-r v^S3&»5*» 

STfJ^rS (S24) , 08<?3MTi±. ffl*^-ftLTV^ 
-Scot, iS«jl»4 7 tLT, ^-SiL'-i^ayifemJi 

[0048] 09{±*^BH(Cf^S^:^t LXCDm2 

o h ■=s)V'&mh t hizm^-it^tifzm^mmf-^ s i 

^^-5 2 SrfflV^Tffi-^-ftt ( S 3 1 ) , ISIt-r-^ 5 

3k. rDh3/u^^5 4fc$-#*. roh3/i.^ii5 

4-C-{±, tSI+T-'-rJ'S 3*>':T^t-0SSOAai::>3*iJ:l^4>ra 
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^tX. i5li-r-:*'5 3tcov^T>'5jLU->'3>?rll 

ff L ( s 3 2 ) . n^tifzmtii:hm5 5 1 . ro h n/i^ 

^m5 4t^im't^ (S3 3) , 
[0049] ^rti. mit5ix/m2er)m^mtzi5\>^ 

45. 5 5$-. Bg#fl:LTit!:?jLTtJ:V^. 

[0050] ( 5 3 ymm) Bi^-ftusff-x- 

[ 0 0 5 1 ] ^^-e, nzx'ii. mmMtiiijiptt>mm 

[ 0 0 5 2 ] lai o\i:^^mz^hWasrfjmh Lx<r>i^ 
$ ii/- ymmumirTji-rmx'h^ . a i o tz^-r 

iotC. >-$j.lx->-3>'S4 2<7)f-i.yi7S4 3T- 
[00 53] • v'SiU-v-Hyi'JSIfTX-r /r. Hff 

1^ 

ztii^mimm^?: . "yyyj^izmm-hXotzLxi, 

X\>\ tf^i. '>$.j^u-;^3y(^mmSSbtXli. ik 

[0054] i^^j^u-'>3><r)»±. mfmsi& 

lliiJI»ti!f86 4tLT, rnhn;K^|«^f|^S-iS 
[0055] • l2lJf5^cOA^)t:*>l'^Tff2§^'^ &r o b 

[ 0 0 5 6 ] . i6iJ|lB1f?g6 4«i, m^sYT-i^<^ 



[00 57] tfz. >-5 j.U~>'3ytci5V^T^jEri? 
[00 58] 01 Hii^SiW— 1^3 ^^T^T 

^■tx?:i'3, y'^-thm^—mi:^-rmx'$}^o mi 
1(a) tc^^-Tf-o: y ^ini*s;±, m^Aco^immm 

t-t>i>-r. m:hm.i: "o" (cii«-rs*><7)Tabi.. s^s 

j-u-i^ 3 ymizii. m^xiz "1" ^ "0" SrJ^x., 
J'haS'J-fe-y h^*»ttS. ^<r>m. mil (b) tc^-Ti 

m&(ommm&t Lx<r>m^A<o^{tmwLi/'8i: 
mtttxiitii:fjmiim^B(r)mi.z-^^ti<. m^A 
<^^immifi8i:m^i>t. aj:?3«t± "o" ica^six 

^r<=5r-&. iHl^SSjt^Ji, «-^X^ "l" izm^L. Z 

tfo^i -y ^ mmmilp l^i ^ j; ? t^-r ■& . 
[ 0 0 5 9 ] lai 2<±f-x >y 2?[lIl^&<7)fifeco0l|^^-rla•r' 
^)S. 01 2 (a) {Cqrrf-x-/^'|5I||g{±. (t#Y<^ 

^kmc*JV'>T«-^A, BjS^fcttC "0" T'&SdfcS-r 

"0' T^rv^k^tiT-oMi/i^RiUTlg 
iSU. <t^ccoffitc*-*-i)<i>-f. asi^iffi^ "0" 

"1" ^ "0" i^i.. J-I^U-fe-y hS:*-ttS, -e^T) 
f^, 1112 (b) tc^-rJ:dt3, m^Y«o^^LB#lcijv% 
r, (i^Afcm^BAJfcttc: "0" T-^v^ksti, ib^f 

iifi "0" {cia^SiiS. ZtLizfO^ jELv^i^SiU 
?: "1" . m^Y^ "0" (Cffl^b. iO^x-y:^0» 
[0060] (^'-f S^-^OSIE) 01 3i3j:V014« 

*5&BBtc^s L s I m\-^b i.x<7)^^ 5 y^j^ps^ 

(a) tc*-^7n--r^i:>*>. Bf-^^bA-iSiaB 1 
#^t;c fiOSKtti&-^tr t <oxh h . 

[ 0 0 6 1 ] a 1 3 \>zm-x 0 i,z, t-r. itKom^mf 

■f-^'7 1*-<c>:J''f 5>-^'ISfB7 2 5rftai-rS (S5 

iotw, ^'■<5>'^ffi«7 2fO;^tS:^*>-(tSj:d 

Sr^-fl:$-tt^V^T\ Bg-^-ftSjaSrtrV^ ( S 5 2 ) , Hf^ 
^bStt-f- :5' 7 4 ^^^-t^ . ^ik)V-)V 7 3 <7)f*J^*>' 
'e«^*il#-7 5tC^:S. ^iOi:^, 014 (a) , 
( b ) ic^-r J: 0 tc. ^t^<^t&Sy- h 7 8c7)iJ,-^< 
i: t l-3lc:o(,^T. :J'>f 5y:?^i«S<0;t*^£?)>'<>y 7 r 7 
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